</
AS vl ddgeudly Wyl ras
vaiblgo

2015, 99y 9 | oyl (820 S

HACKING TEAM RCS Qe

Suspected Government Users Worldwide Bill Marczak, Claudio Guarnieri, Morgan Marquis-Boire & John Scott-Railton

- Dt ) : . o - L p
> E. iy - ~ - g
. oy e S g 3 < 2
.

21 SUSPECTED GOVERNMENT USERS

52%(in bold) fall in the bottom 3rd of a World

Mexico Hungary Turkey Oman Egypt Nigeria Azerbaijan Thailand Bank ranking® of freedom of expression and accountability
Colombia  ltaly Saudi Arabia = Ethiopia Sudan Kazakhstan South Korea
Panama Poland UAE Morocco Malaysia Uzbekistan ‘ 29 Ahre in the bottom 3rd for Rule of Law
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ALFAHAD-PROD  Mongoog

Mini fter of Interior

1330/ 70148 Active

CSDN-01 Monooto Irtedl| genoe Agency 12/31/3004 Active

BEGO Migena Byl sa Government 11/30/3013 Expired

ORE Cifrian Extellente Tedh group Oman 1200/ 3004 Autive

PANP Panimna Prodident Secunity Offioe 5730/ 1004 Expdred

EVANT Russia Intedligence Kvant Reseanch 1130/ 3004 Mot officially supported
AP Saudi Arabia  General imelligence Presidency 123073005 Addive

MIOD Saudi srabia  Minifter of Difence TS 015 active

TOC-GHD Saudh Arabis  Gensrsl Intelli pence Direcotrste EL/015 Active

ID&-PROD Singapore Infgcomm Devel opment Agency WS 015 Active

SHA SouthiKoréa  The Army South Eores 13/30/3004 Active

hIS5-01 Sudsn Mational Intelligence Security Servic 12312014 Not officially supported
THOOC Thsil srsd Thsi Polio - Dep. Of Comectein T 014 Expired

)| Tiandsia Tianisia (dema) T 011 Expired

THP Turkey Tuwrkish Police 11,/10/3014 Adive

LS hal] LAE Mlirdster of Intérior 12731/ 3004 Adtive
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Total Revenues per Country
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#Hackingteam may be awake, but clearly groggy. Violating
the 1st rule: Shut up and let the lawyers talk.
pic.twitter.com/2IJNcnGrm8S

Paul D (@Paulmd199) July 6, 2015 —
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It seems Pozzi didn't even change his twitter password.
#hackingteam. pic.twitter.com/r5bbf1Crhe

Paul D (@Paulmd199) July 6, 2015 —
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dear all,

| just have one commaent here: all remarks below are correct and fa r, however | think that we need a clear simple message Clike the one stated in Repubblica !Oul\y’. HT the talian company which help
dictators to spy thelr peopie) to make this now wilciieaics fle tota ?' mearn 'Ig'C"u\- On such basis | would nat draw peopie attention to the fact that it is the lacation of a cell phone and %o on, but | would
rather try to send a message like: HT is helping governments to fight against major crimes such as terrorism, dreg smuggling and pedophily to the benefit of their citizens (and we can mention several
examples of successiul investigations), Wikileaks s just trying te invent "eriginal’ plets te regain visibility

what do youw think?
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14.16 Bouboward Poissonnigns - TS009, Parts
Swilchboard + 33 1 7118 2512
Diract » 331 71182913

Skype: smanuet 0 J0via60
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